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rom collection and transformation to application and analysis,

actuarial data in life insurance companies is used by various

functions for their unique needs. Throughout its lifetime,
actuarial data must be carefully monitored to ensure its accuracy
and completeness. Incorrect, missing, or inconsistent data, or data
misinterpretation and misuse, can lead to significant errors.

Data issues in actuarial modeling and analysis processes can go
unnoticed and may result in misstatement in company financial
reports. Management of this data should be consistent, trans-
parent, and controlled. Policies and standards around actuarial
data management and controls are collectively referred to as
actuarial data governance.

WHY DO WE NEED ACTUARIAL DATA GOVERNANCE?

Life insurance companies collect, store, manage, and analyze
vast amounts of data, such as confidential policyholder infor-
mation, actuarial assumptions, and product information.

*  Policyholder information includes policy attributes, risk
factors, account value and balances, financial transactions,
underwriting information, reinsurance information, and
other support data.

® Actuarial assumption data includes both economic and
noneconomic assumptions plus market and demographic
assumptions.

*  Product information includes product features and riders,
historic sales and policyholder behavioral data, historic
financial results, competitive intelligence, and financial
and insurance market data.

Actuarial operations rely on data for experience analysis,
modeling, reserving, pricing, underwriting, and product
development as well as marketing and financial reporting.
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Unfortunately, this critical information is error prone due to
its breadth and complexity. Described in Figure 1 are common
pitfalls that can result in misused, misinterpreted, and incor-
rectly modified data.

Figure 1
Pitfalls in Actuarial Data Management

Common Actuarial Data Pitfalls

“l can do it myself!” approach
Ad hoc, undocumented data transformations
that inadvertently get integrated into
production process

The quick Band-Aid solution
Top-side adjustments made to the data or
“recycling” of legacy data processes for new
purposes

The phantom table

Table replication for one-off need combined
with inconsistent naming convention may
create confusion in data repository

Everyone in their own sandbox
Decentralization of data transformation and
management and unavailability of sufficient
hardware and software tools to manage data
effectively

Failure to clean
Lack of discipline of reviewing and removing

outdated data tables and processes

In addition to wasting time and resources on resolving data issues,
these pitfalls can result in error-prone transformation processes,
storage wasted from multiple copies of the same information,
numerous unvalidated spreadsheets with overlapping function-
alities, and process errors resulting in misstatements and delays
in reporting. Implementation of an actuarial data governance
framework can mitigate these risks and define protocols and
policies to be applied if these errors occur.

Components of Actuarial Data Governance

The actuarial data governance framework is a conglomerate of
policies, processes, and controls put in place to manage avail-
ability, usability, accessibility, integrity, and security of data.
A sound actuarial data governance framework would include



a data governance committee, a defined set of policies, and a
roadmap to execute and manage those policies through day-to-
day operations. The drivers of initial and continuous success
for a sound actuarial data governance framework include:

* Seniority and influence of the governance committee
members

¢ Clarity and ease of adaptability of the actuarial data gov-

ernance policies

*  Periodic critical review, communication, and updates to
the governance policies and compliance monitoring

*  Establishment and periodic critical reevaluation of effec-
tiveness of controls

*  Timely update and implementation of function and cur-
rent data management software and hardware.

There are many approaches in the insurance and other
industries for defining and implementing data governance
frameworks. We offer an approach that breaks the actuarial
data governance into seven independent components that
together constitute a sound governance framework.

While each component and its purpose is individually defined,
all seven are to be developed and implemented in tandem
Figure 2

Components of Actuarial Data Governmance

in order to establish a functional and cohesive governance
framework. Figure 2 shows the components of actuarial data
governance.

1. DATA GOVERNANCE POLICY

The data governance policy is the foundation of any gov-
ernance framework. It is not meant to be used as process
documentation, but rather as guiding principles that are peri-
odically reviewed, updated, and communicated to the impacted
groups within the organization.

The actuarial data governance policy consists of a set of stan-
dards around retrieving, managing, transforming, preparing,
and archiving data. It also contains guidance around data val-
idation, controls, and documentation processes. The policy is
typically generalized to be inclusive of multiple areas within
the organization. It should include an appendix or supplemen-
tal materials that interpret and customize the policy to include
standards that are made specific to the application of various
groups within business units. These standards encompass
internal and external data sourcing to identify quality con-
trolled data sources, data dictionaries, and naming conventions
for consistency in data elements across actuarial functions.
There are data quality standards to improve data usability,
issue management standards to provide standard approaches
to manage data-related issues, change management standards
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over business case implementation, and testing and data man-
agement standards over the data life cycle.

Actuaries do not need to “reinvent the wheel” when it comes
to data governance policies. Most organizations have I'T or risk
groups that produce and manage technology and data related
policies for the organization. Teaming with these groups in
developing actuarial data governance policies, would ensure
consistency in spirit and approach to the more general policies
within your company.

2. ROLES AND RESPONSIBILITIES

Clearly defining roles and corresponding responsibilities
within the company and its business units is critical to suc-
cessful actuarial data governance framework implementation.
However, embedding a governance structure within the actu-
arial data domain is often not sufficient or sustainable. Life
insurers should aim to build a strong foundation for their
enterprise-level data governance framework and have actuarial
data governance embedded in the overall policy as one of the
segments.

Buy-in and oversight from senior management has proven
to be critical for sound actuarial data governance framework
structures. The company’s senior management program over-
sight committee should include C-suite executives or their
second-in-commands from the Chief Data Office, Chief

Figure 3
Data Roles and Responsibilities

Actuary Office, and Chief Information Security Office. This
group is tasked with overseeing the data management strategy,
security, and governance at the enterprise level.

Each representative may have veto power in the decision-mak-
ing process as various considerations of the actuarial data
governance framework are developed. At the next level down,
a data governance committee should be formed consisting
of business unit leadership, the head of data governance, and
potentially C-suite representatives. This committee is typically
responsible for the management, policy oversight, and approv-
als of all data governance activities and initiatives within the
organization.

Data working groups and business unit focused data teams
should be identified for each business unit within the company.
These data working groups, consisting of data stewards, pro-
cess owners, and data owners, are typically responsible for the
business unit’s policy interpretation and personalization, defi-
nition and management of data requirements, and processes.
Data teams will then be responsible for data architecture,
extraction, management, transformation and preparation.

Actuaries should be working closely with their I'T counter-
parts to assign roles and responsibilities within the governance
structure based on the “right skill for the right job” principle. It
is not uncommon to see two individuals, an actuarial business
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owner and an I'T technology/data owner, teaming up to fill in a
role as they bring different, yet complimentary, skills and insti-
tutional knowledge to these roles. An illustrative breakdown of
a company’s data- oriented committees is depicted in Figure 3.

3. PRIVACY AND CONFIDENTIALITY POLICY

This policy is supplemented by access and change controls
and is in place to protect private and confidential data from
being viewed, used, or removed by an unauthorized party. The
office of the chief information security officer is traditionally
responsible for strategy and oversight of this policy. Various
data classifications exist within the organization, from policy-
holders’ personally identifiable information (often referred to
as PII) to proprietary actuarial assumptions.

Implementation of this policy begins with classifying the lev-
els of confidentiality of all actuarial data sets and identifying
the abilities of technological components to read, maintain
and output data. Once the policy describing the treatment
of confidential data is rolled out and embedded within the
organization, it should be periodically reviewed and updated
for new data processes and data sets. Periodic mandatory data

privacy and security trainings should be conducted for all rel-
evant groups within the organization to communicate policy
changes and keep pulse on policy compliance and data access
protocols.

4. ACCESS AND CHANGE CONTROL

Access and change controls are designed to guard against
unauthorized access to actuarial data sets within the organi-
zation. These controls are also used as safeguards against the
misinterpretation or misuse of this complex data that may lead
to incorrect analysis conclusions. The ability to access and
change actuarial data should be limited to qualified individuals
who understand the data and are familiar with how to interpret
each of its elements.

Many insurers are moving away from spreadsheets and inde-
pendent databases as data repositories. These have become
cumbersome to manage and do not lend themselves well to be
integrated into a sound governance framework. Companies are
moving towards enterprise-level data solutions with embed-
ded controls where access and change management are easier
to implement. They automate their production processes to
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Figure 4
lllustrative Compliance and Remediation Cycle
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2. Discussion to understand the reason for
noncompliance and potential policy update/
change
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restricted access to sensitive data, impact on
performance evaluation
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Escalation hierarchy:
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Level 1: GC to approve noncompliance

Change Request

minimize the need for human access to and interaction with
the data.

5. CONTROL FRAMEWORK

The data control framework should be developed, embedded,
and automated into the actuarial production processes to track
and report the timeliness, accuracy, and completeness of the
data as it travels through various production processes. Since
controls are integral to a sound actuarial data governance
framework, they should be built into every stage of the actu-
arial data life cycle and be viewed as a vital components of
actuarial production processes.

Depending on the criticality of data, both active and passive
controls should be implemented into the data processes. Active
controls are developed to try and remediate any data errors
that occur throughout the process (populate a default value if
one is missing, for example), while passive controls are merely
there to report on the “health” of the data as it travels through
the process. These should be periodically evaluated for ade-
quacy, effectiveness, and implications of failure.

Historically, controls over technology and data have been
owned by risk groups within I'T departments. However, in
the recent years, we have observed close collaboration within
many organizations of actuaries designing, implementing and
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monitoring controls over actuarial processes. Typically, actuar-
ies are responsible for business and actuarially focused controls
(for example, reserve trending from quarter to quarter, or
logical DAC amortization pattern), while I'T" teams remain
responsible for the technical controls over data accuracy and
completeness.

6. DOCUMENTATION AND TEMPLATES

Documentation is key from the very technical comments in
the transformation code to change requests and approvals for
a sound governance framework. Templates are often created
to ensure all the required information is populated to expedite
and streamline the documentation process. There are multi-
ple levels of documentation and templates that are typically
prescribed as part of an actuarial data governance framework
including data dictionaries and technical specifications, data
set user guides, issue logs, and change requests.

Change request documentation templates are specifically
important for a sound governance framework since all
data and data transformation changes need to be traceable
throughout data sets and over time. These should include a
unique sequential ID so that change impacts can be assessed
in the correct order, description of impacted data elements,
change description, testing documentation, and impact




analysis. Data change testing processes should not only focus
on showing that the change impacted the data in a reasonable
manner, but also that other data elements were not uninten-
tionally impacted by the change.

7. COMPLIANCE

The last of the seven components of an actuarial data gov-
ernance framework is compliance with the actuarial data
governance framework. Since actuarial data governance
policies standards are typically written to encompass all the
actuarial data processes within an organization, they are to be
interpreted for validity and applicability by the data working

groups of each of the corresponding business units.

Actuarial data governance policies may unintentionally restrict
or complicate certain data processes. Therefore, these policies
should be periodically updated and should define a process to
submit requests for updates or exceptions to the data gover-
nance committee. Compliance with actuarial data governance
and other company policies should be mandatory and is some-
times directly linked to data users’ performance evaluation and
variable compensation structures. Figure 4 depicts an illustra-
tive compliance and remediation cycle for an actuarial data
governance policy.

IMPLEMENTATION OF ACTUARIAL
DATA GOVERNANCE

There are three main phases in the implementation of actuarial
data governance: initialize, develop, and embed. Each of the
seven components of an actuarial data governance framework
can be broken down into these three phases.

Phase 1: Initialize

The initialize phase is characterized by identification, classi-
fication, and inventory. During this phase, activities such as
inventorying all existing data documentation, dictionaries,
controls, and data sets and actuarial models occur to evaluate
the current state and structure of the company. From there, any
gaps in data documentation and procedure and inefficiencies
in the data life cycle can be identified to be addressed in the
development stage.

Phase 2: Develop

The develop phase addresses the erroneous procedures and
data inefficiencies identified in phase one. The actuarial data
governance framework must be built to cater to each compa-
ny’s needs, customized for each company’s data life cycle from
collection of data sources to analysis of outputs. Here, the first
draft of actuarial data governance policies is written and circu-
lated for comments from management and data teams. With the
development of the data governance policy, the critical actuar-
ial roles are to be established and their responsibilities in the
company are to be defined. This stage includes the drafting and

development of the privacy and confidentiality policy, access
and change controls, the control framework, documentation
policies and templates, and compliance protocols.

Phase 3: Embed

The embed phase is defined by the full establishment and
finalization of all actuarial data governance policies, standards,
and controls. In this stage, all seven components are finalized
and put in place to form the big picture of actuarial data gov-
ernance. The vision and strategy of the governance bodies and
end users are aligned. The result of embedding actuarial data
governance is a coherent and efficient data life cycle facilitated
and integrated by each of the seven components of the actuarial
data governance framework.

From conception to implementation, a sound actuarial data
governance framework should address the accuracy and com-
pleteness of actuarial data and efficiency of data management
processes.

Discussion and development of policies and standards by gov-
erning bodies should not be isolated from the data managers
and end users. Rather, the vision and expectations of the govern-
ing bodies must align with the capabilities of the data working
groups and teams. For these entities to connect, an effective
data governance policy, roles and responsibilities, privacy and
confidentiality policy, access and change controls, control
framework, documentation, and compliance policies must be
initialized, developed, and embedded throughout the company’s
data life cycle. An implementation of a sound actuarial data
governance framework has proven to reduce erroneous conduct
and mitigate inefficient, inconsistent, or misguided data use. M
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