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he topic of Industry 4.0 has been discussed at many con-
Tferences in recent times. When you talk to participants
and colleagues, you quickly realize that different people
associate this buzzword with different things. To make matters
worse, the term is now used in almost every industry as a syn-
onym for the digitized, automated and interconnected world

known as the “smart factory.”

This article discusses the term Industry 4.0 and examines its
impact on property insurance.

Industry 4.0 is a new level of organization and control over
the entire value chain of a product—from idea and design to
flexible production of customized products and delivery to
the customer. Customers and business partners are directly
involved in the processes.

Industry 4.0 is a new level of

organization and control over the
entire value chain of a product.

The term Industry 4.0 is synonymous with a range of available
automation, data exchange and manufacturing technologies to
increase production flexibility and efficiency/profitability and
to advance the value chain conceptually in industrial produc-
tion and manufacturing. The basic principle is the intelligent
networking of machines, workpieces and systems, as well as all
other business processes along the entire value chain, in which

everything is regulated and controlled independently.

The ultimate vision of Industry 4.0 is to create an intelligent
factory in which all production and business units, machines
and devices communicate with each other—as much as possi-
ble without human intervention but involving both employees

and external suppliers.
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It should not be forgotten that the term Industry 4.0 is used
synonymously for digitized production, with the ultimate goal
of increasing production at significantly lower costs.

DESIGN PRINCIPLES
"The design principles of Industry 4.0 can be summarized as follows:

* Networking/interaction
Machines, devices, sensors and people can network with
each other and communicate via the “internet of things”
or the “internet of people.”

¢ Information transparency
Sensor data extend information systems of digital factory
models to create a virtual image of the real world.

* Decentralization
Cyber-physical systems are able to make independent
decisions.

* Real-time decisions
Cyber-physical systems are able to collect and evaluate
information and translate it directly into decisions.

® Service orientation
Products and services (of cyber-physical systems, people
or smart factories) are offered via the internet.

*  Modularity
Smart factories adapt flexibly to changing requirements
by exchanging or extending individual modules.

CHALLENGES FOR INDUSTRY 4.0

Although the goals of Industry 4.0 sound promising, a number
of challenges remain to be resolved, including:

®  Availability of relevant information in real time through
connectivity of all entities involved in the value chain.

* Reliability and stability for critical machine-to-machine
(M2M) communication, including very short and stable
latency (real time).

*  Progress in network technology toward real-time actions.

¢ The need to maintain the integrity of production
processes.

¢ Increased vulnerability of the supply chain.
e IT security problems.
* Data, network, cyber and device security, etc.

® The need to avoid unexpected IT errors that can lead to
production downtime.



DEFINITION

Industry 4.0 represents the intelligent networking of product development, production, logistics and customers. It describes a
network of autonomous, self-controlling, self-configuring, knowledge-based, sensor-supported, spatially distributed production
resources (production machines, robots, conveyor and storage systems, and operating resources), including their planning and
control systems.t The historical evolution of Industry 4.0 can be summarized as follows:

PHASE CHARACTERIZED BY PRODUCTION SIZE PLACE OF ACTIVITY

Manufacture Handcraft Individual manufacture Workshop

Industry 1.0 Mechanization Serial individual production Factory

Industry 2.0 Mass production/ Mass production Factory
electrification

Industry 3.0 Automation/ Flexible mass production Alliance of factories
digitization

Industry 4.0 Cyber-based production/ Individual mass production Virtual factory
information

*  Protection of industrial know-how.
* Lack of adequate skills to drive the Industry 4.0 revolution.
® Threat of redundancy problems in the I'T department.

¢ Ethical and social impact on society (what would be the
impact if a machine were to override the human decision?).

CHALLENGES FOR THE INSURANCE INDUSTRY

The insurance industry will continue its interest in collecting
data and information for underwriting as well as preparing and
evaluating it by linking new algorithms and artificial intelligence
principles. For example, information collected at the operating
and machine levels could help identify certain patterns and pre-
dict when maintenance work or servicing is required or when a
machine is nearing the end of its life. This allows a more detailed
assessment of the actual exposure, which in turn can have an
impact on all business areas of the insurance industry, so that
the insurance principles might have to be redefined accordingly.

In the future, a claim will affect several lines of business simul-
taneously, which will often make it difficult to identify a person
liable for a loss and to assign the loss to a line of business;
this in turn will ultimately complicate claims settlements. The
probability of business interruption losses—caused by fire
or natural catastrophe, for example—will increase due to the
virtualized value chain that is the result of the optimization
of systems and their dependency on the environment or on
suppliers, customers, energy supply, etc. Ultimately, this could
lead to a significant extension of the recovery period follow-
ing a loss event, which will, in particular, be a consequence of

the search for causes, the substitution of destroyed machines,
plants, networks and communication channels.

As a further consequence, the complexity of the linked systems
and technologies will also result in exposures not yet known,
with serious but also unexpected outcomes. For example, a
cyberattack or security failure could lead to an interruption
of production/supply, whereby cascade effects can ultimately
even lead to a complete collapse of the entire value chain. For
the insurance industry, the outcome of such an event could be
comparable to current losses from natural catastrophes or a
pandemic event.

The problem is that industry and insurers generally have
little, if any, experience with the real, but intangible and
difficult-to-quantify, risks arising from the networking and
automation of business processes.

OPTIONS FOR INSURERS

The economy is doing everything it can to make Industry 4.0
a reality as quickly as possible. One example is the Mindsphere
initiative launched by Siemens, a cloud-based open internet of
things operating system that can already be used today by the
companies involved. It was developed for three purposes:*

* To simulate plant and machine behavior before conver-
sion and modernization.

¢ To monitor machines set up at customers’ businesses.

* To compare production, quality and maintenance data
with other machines and thus increase efficiency and
the ability to identify problems—for example, imminent
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defects—so that repairs can be carried out early and a pro-
longed production downtime can be prevented.

Currently under discussion is the extent to which the insurance
products available today in the property and liability lines of
business offer sufficient cover for this concept. As Industry 4.0
is controlled via networks and data streams, protection against
cyberattacks will certainly be taken increasingly into account
in the current coverage concepts.

In addition, however, new risks will arise with integrative
and automated production, and new insurance solutions will
have to be developed to cover these risks. The use of the new
technologies will result in new and different liability scenar-
ios for all market participants. One of the difficulties will be
to determine, for example, what caused the damage and who
could be held liable. In other words, is there insurance cover
for a specific loss and, if so, under which insurance policy?

In this respect, it is necessary for the insurance and reinsurance
industries to address the topic of Industry 4.0 at an early stage
and to support policyholders in the implementation of their
Industry 4.0 concepts—in order to recognize the associated
changes in risks and their implications for the liability and
property insurance cover. In order to establish the insurance
industry as an important know-how carrier and partner for the
respective policyholders, a discussion with policyholders must
be conducted as a matter of urgency regarding potential risk
scenarios and possible protective measures.

Furthermore, insurers should proactively support the industry
from the outset in the development of necessary protection and
prevention measures—such as predictive maintenance, defense
against cyberattacks, drawing up business continuity plans, mea-
sures against the failure of critical infrastructures—in order to
identify and avert potential risks before their manifestation so that
a possible loss can be avoided (i.e., preventive risk management).

In addition, the insurance industry should promote the devel-
opment of its own concepts for the analysis and assessment of
new risks, including:

* Turning away from burning cost toward risk models.

*  Developing new loss-prevention measures.

*  Developing artificial intelligence.

¢ Introducing more extensive data analyses and forecast
models in order to mitigate losses before they occur.

The use of big data/internet of things technologies can, for
example, help insurers identify new risks and, if necessary, develop
appropriate insurance solutions. This will include the develop-
ment of new insurance products that meet both the challenges
and exposures as well as the loss-prevention and mitigation mea-
sures of policyholders (e.g., model terms and conditions for an
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Industry 4.0 all risks policy). Ultimately, the decisive element will
be development of new ways to cope with accumulation scenarios
by Industry 4.0 loss events, with the focus on major losses.

In addition, the internal and external business processes of
insurance companies (keyword: digitization) will be affected,
for instance, in the areas of communication, transparency,
claims handling, preparation of proposals, etc.

CONCLUSION

If Industry 4.0 is implemented as planned, it will lead to a rev-
olution in existing business processes that will also affect the
insurance industry, which will need to adapt both its processes
and its current insurance products.

In accordance with the promoted goals, Industry 4.0 can create
an enormous added value, especially for industrial companies
and not the least for our global economy and society. It will be
accompanied by the generation of enormous data streams that
can be evaluated and used for resource-efficient and high-quality
production. Ultimately, it will affect our well-known world of
manufacturing and selling products and finally our whole lives.

However, this concept will also entail new risks, such as cyber,
data protection, failure of critical infrastructure and uncor-
related effects.

Industry 4.0 will change the insurance industry as a whole and
our currently well-known and widely used strategies for defin-
ing risks, insurance, underwriting exposures and insurance
products. This means that the Industry 4.0 concept will also be
a revolution for the insurance sector.

This requires those in the insurance industry to follow develop-
ments and inherent changes in the industry as closely as possible
and to adapt current insurance products to the new realities. In
this respect, one can ultimately speak of today’s insurance indus-
try as moving toward an Insurance Industry 4.0. B
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ENDNOTES
1 https;//www.fraunhofer.de/de/forschung/forschungsfelder/produktion-dienstleistung/
industrie-4-0.html.

2 Mindsphere, https://www.siemens.com/global/de/home/produkte/software/
mindsphere.html.






