Cybersecurity Insurance: Modeling

and Pricing

March 2017



Cybersecurity Insurance: Modeling and Pricing

Maochao Xu Department of Mathematics
Illinois State University, USA

Lei Hua, ASA Division of Statistics
Northern lllinois University, USA

Caveat and Disclaimer

The opinions expressed and conclusions reached by the authors are their own and do not represent any official position or opinion of the Society of Actuaries or its
members. The Society of Actuaries makes no representation or warranty to the accuracy of the information.

Copyright © 2017 by the Society of Actuaries. All rights reserved.

Copyright © 2017 Society of Actuaries



Contents
X1y o TN T=Te Py o 1= 4
Section 1: Introduction and Motivation ..........ccceiieeiiiiiiiieiirrrcrrercrreeereee s ree e ree e seeasesennnens 4
Section 2: Models for Cybersecurity RiSKS ......ccccciittuuiiiiiimnniiiiiinniiiiiinii. 7
Section 3: Epidemic Spreading Models.........cccciiuiiiiniiiieiiiiniiiiiiiss. 8
3.1 MaArkoVv IMOdel.....cccvereuuniiiiiiiiieinniiiiiiiiiiensmmiiiiiimessmmsiimiiieessssssssistimmesssssssssisssmeesssssssssssssnes 9
3.2 NON-MaArkoV IMOAEL ......cceuiiieniiiiiiiiiiieeicieeiereeiittneeteenerenserensesensserassesessersasssensessnssssnnsessnsenansans 12
Section 4: Simulation and PriCing.....ccccciiiiiiiiiiiiiiiiiiiiiencrenie et rsnssessasesenesesenssssenssssnnns 19
4.1 Independent Cybersecurity RiSKS......cccciiieiiiieeiireniiiinierteniiieiereenerenerenerensserenseressersnsessnsesenssenes 21
4.1.1 Exponential DiStriDULION ......ccocuiiiiiciiie ettt et e e e e ta e e e e eara e e e e arae e e eeanaaeeean 21
4.1.2 WeibUll DistriDULION ..ceiiii ittt e et e e e e e e e s bbbaeeeeeeeessasbssseaeeeeeessnssnns 23
4.1.3 Log-Normal DistribULION ......ceiiiiiie ettt e e e e et e e e aa e e e e ara e e e easaeeeeennreeeean 26
4.2 Dependent Cybersecurity RiSKS .......cccceuierieeuiierienniiereeeniiereeeseiereeasseerennsseesensssssssnnsssssennssssssnnnes 28
4.2.1 GAUSSIAN COPUID..cciiiiiiie ittt ettt e e e et e e e st e e e e sata e e e eataeeessntaeeeessaeeeensaaeesnnsseeenns 28
/0 By A G- 1V o] o W @o] o 1V - [T 30
L 0 31 o ol T - P 32
Y =Tt € Lo T BT 0o Ty Vol 11 ' o T 35
3= =T =T oL 36

Copyright © 2017 Society of Actuaries



Cybersecurity Insurance: Modeling and Pricing

Cybersecurity risk has attracted considerable attention in recent decades. However, modeling the cybersecurity risk
is still in its infancy, mainly because of its unique characteristics. In this paper, we develop a framework for modeling
and pricing cybersecurity risk. The proposed model consists of three components: epidemic models, loss functions
and premium strategies. We study the dynamic upper bounds for the infection probabilities based on both Markov
and non-Markov models. A simulation approach is proposed to compute the premium for the cybersecurity risk for
practical use. The effects of different infection distributions and dependence among infection processes on the

losses are studied as well.

Acknowledgments

The authors are very grateful to the members of the Project Oversight Group for their insightful and constructive
comments, which led to this improved version of the paper. This research is supported by the Society of Actuaries
(SOA). Any opinions, findings, and conclusions or recommendations expressed in this material are those of the

authors and do not necessarily reflect the views of SOA.

Section 1: Introduction and Motivation

Cybersecurity insurance, which is designed to transfer the economic losses associated with network and computer
incidents to a third party, has attracted much attention from professionals and researchers recently. The problem
has been reiterated in the workshop and roundtable of the US Department of Homeland Security’s (DHS) National
Protection and Programs Directorate (NPPD) (2012, 2013) [8]. The eighth Emerging Risks Survey by the Society of
Actuaries indicates that, according to risk managers, cybersecurity risk is the greatest emerging risk. The
cybersecurity insurance market continues to broaden, and more and more small to midsize companies show interest
in cybersecurity insurance. Many companies are seeking coverages for the value of data loss, lost revenue due to
loss of data or downtime, legal expenses for damage to the third party, notification of potentially affected customers
and regulatory fines and penalties [13, 2]. It is estimated that the annual gross written premium is $3.25 billion for
2016, compared to $2.75 billion in 2015 [2]. However, the contributions to modeling the cybersecurity risk in the
literature are largely descriptive, which is mainly because cyber risk is very different from the traditional risks
covered by indemnity insurance. The significant property that distinguishes cyber risk from conventional risk is that
information and communication technology (ICT) resources are interconnected in a network, and therefore the
analysis of risk and its related potential losses needs to take into account the network topology. Further, if ICT

resources are hijacked, then benign sources (e.g., computers) may become threats to other sources [4].

Traditionally, pricing insurance products relies on actuarial tables constructed from historical records. Unlike

traditional insurance policies, however, cybersecurity insurance has no standard scoring systems or actuarial tables
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for rate making. Cybersecurity risks are relatively new, and the data about security breaches and losses do not exist
or exist only in small quantities. This difficulty may be further exacerbated by the reluctance of organizations to
reveal details of security breaches due to loss of market share, loss of reputation and so forth. Pricing cybersecurity
risks is still a challenging question, although many insurance companies do provide cybersecurity insurance products.
The insurers tend to increase the premiums for the larger companies, and the coverage may be limited and very

expensive for the companies without good cybersecurity protection [2].

The literature reveals several efforts to study the cybersecurity risk via mathematical models. For example, Gordon
et al. [11] discuss a general framework on pricing and the adverse selection issues of cyber insurance, and they
propose a four-step cyber risk decision plan. Bohme and Kataria [3] consider the correlation between cyber risks and
use the beta-binomial and one-factor latent risk model for modeling purposes. In particular, Bohme and Kataria
discuss the internal correlation of cybersecurity risk within a firm and the global correlation of cybersecurity risk at
the global level. Bohme and Schwartz [4] discuss a framework for dealing with the specific properties of cybersecurity
risk, including interdependent security, correlated risk and information asymmetry. They also present a survey on
existing models of cybersecurity insurance. A discrepancy between informal arguments in favor of cybersecurity

insurance as a tool to improve network security is discussed there.

A Bayesian brief network approach is proposed in Mukhopadhyay et al. [17] for modeling the cybersecurity risk.
They use the multivariate Gaussian copula to model the joint distribution and conditional distribution of each node
on the network. The premiums are calculated as a function of expected value of claim severity. Herath and Herath
[12] propose a copula-based actuarial model for pricing cybersecurity risk, where they model three risk variables:
occurrence of the event, the time of payment and the amount of payment. The premiums for first-party losses due
to epidemic attacks are calculated by using three types of insurance policy models: policy with a zero deductible,
policy with deductibles and policy with coinsurance and limits. Schwartz and Sastry [22] present a framework for
managing cybersecurity risk in a large-scale interdependent network. They consider the cyber insurers as strategic

players, and they derive the solution for user optimal security in environments with and without cyber insurers.

Yang and Lui [29] use the Bayesian network game to model the security investment, where the network externality
effect is considered. It is shown there that nodes with more degrees are more likely to be infected and have higher
chances to be affected by others’ decisions. One may refer to Kosub [16] and Eling and Schnell [10] for

comprehensive reviews on cybersecurity risk modeling and management of cybersecurity risk.

Our work in this paper is different from those in the literature in the following aspects: (1) We use stochastic
processes (Markov and non-Markov) to describe the dynamics of epidemic spreading over time, while most of the

aforementioned works are static. (2) We propose to use the copula to capture the dependence among the time-to-
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infection distributions, whereas in the literature it is often assumed to be independent. (3) We suggest using Monte
Carlo simulations to evaluate the security level of networks, and the security level includes the number of incidents,

the infection probabilities of nodes and the total losses.

To further motivate our study, assume that a company whose ICT resources have the network structure in Figure 1
wants to buy cyber insurance, where the nodes represent computers (and/or servers). It is seen at time t; that none
of the computers is infected. However, at time t,, Six computers are infected. For an insurance company that wants
to offer cybersecurity insurance policies, the key step is to understand the evolution of epidemic spreading over the
network, as the infection will cause losses in practice. It is also important for the insurance company to know the

total loss during a specific time period, as premiums are determined based on the losses.

Figure 1

Cyber epidemic spreading over network for a company with 10 computers/servers at time t; and ¢,.
The red dots represent the infected computers.

The purpose of this paper is to establish a robust and systematic approach for modeling and pricing cybersecurity

risks. We make the following contributions:

® \We model the evolution of cybersecurity risk via both Markov and non-Markov models. In particular, we propose

to use copula to model the dependence among risks, since it is very flexible in accounting for nonlinear dependence.
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® We study the dynamic upper bounds for the infection probabilities of nodes over time. We show that the
independence assumption among risks would lead to upper bounds for the infection probabilities.
® \We propose to use Monte Carlo simulations to study the pricing strategies in practice. Specifically, we simulate

the evolution of epidemic spreading over a network, and hence, derive three key quantities: the number of incidents,

the infection probabilities and the total losses.

The rest of the paper is organized as follows. Section 2 discusses the framework for modeling cybersecurity risks by
using a renewal process. In Section 3, the evolution of epidemic spreading is modeled by both Markov and non-
Markov models, and some upper bounds are discussed. Section 4 presents the simulation and pricing strategies. In

the last section, we conclude our results and present some points for discussion.

Section 2: Models for Cybersecurity Risks

Assume that a company has a network that could be described as an undirected graph I' = (V; E), where V is the
node set and [E is the edge set. Note that I' abstracts the network structure according to which the cyber attacks
take place (e.g., malware spreading), where (u,v) € E abstracts that nodes u and v can attack each other
(undirected graph). In principle, I' can range from a complete graph (i.e., any u € V can attack any v € V) to any
specific graph structure. Denote by A = (a,,) the adjacency matrix of I', where a,,,, = 1 if and only if (u,v) € E,
and a,,, = 0 otherwise. Note that the problem setting naturally implies a,,,, = 0. Denote by deg(v) the degree of
node v, and N = |V| the total number of nodes. Node v € V is either secure (but vulnerable to attacks) or infected
(and can attack other nodes) at any time t = 0,1, ---. The status of this network at time t can be represented as
(1, (@), -+, In (D)
where I, (t) = 1 represents that node v is in infection status at time t, while I,,(t) = 0 represents that node v is

secure at time t. The infection probability vector is denoted by

pT (t) = (pl (t)i PN (t));
where p;(t) = P(I; = 1), forj = 0,1,-+,N.

We consider two threats faced by each node: (1) threats outside the network (i.e., node v is infected because it is
attacked or its user visits a malicious website); and (2) threats inside the network (i.e., node v is infected, then node
v attacks its neighbors). We also assume that if node v is infected, it will be repaired or cleaned to return to secure
status. Extensive work has been done modeling the epidemic spreading over the network in the communities of
physics and cybersecurity. One may refer to [1, 26, 28, 27, 19] for comprehensive discussions and reviews on this

topic.
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For illustration purposes, consider the scenario in Figure 2. Node v is secure at time T = 0, and the first infection
occurs at time T = t,. The infection would incur two types of losses: (1) loss caused by the infection, such as
information stolen, data damaged, records exposed and first-party legal costs; and (2) loss caused by restoring the
node to secure status. The first type of loss is modeled by a random cost 1,,(L,, 1), where L,,; means the loss of
information (e.g., data damaged), and it can also be used to model the first-party legal cost. The second type of loss
is related to the duration of out-of-service (or repair), and it is modeled by a cost function C,,(R,, 1), where R, , is
the duration of out-of-service. At time T = t,, node v is secure but vulnerable to attacks, and it will be infected at

times t; and t5 again. Therefore, for node v, the loss cumulative to time t can be represented as

— vMy(t)
Sv(t) - Zi=vl [nv(Lv,i) + Cv(Rv,i)] ’
where 1,,(*) represents the cost due to infection, and C,(+) represents the cost function associated with the time

length R,,; of out-of-service. For each node v, in fact, it is a renewal reward process. The total loss faced by the

company during (0, t]) is
S() = T1 S,(8) = Y 22Oy (Loe) + Co (R )] 2.1)

where M, (t) is the total number of infections of node v up to time t. Eq. (2.1) shows that the key quantity is the

infection vector (I, (t), -+, Iy(t)) , which requires the epidemic theory [25]. In the next section, we discuss the

epidemic models that can be used for modeling cybersecurity risks.

Figure 2

Cybersecurity risk for node v

Section 3: Epidemic Spreading Models

In this section, we discuss two epidemic models for modeling the cybersecurity risks. In particular, we study the
dynamic upper bounds for infection probabilities over time, which may be used as conservative estimates for pricing

purposes.
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3.1 Markov Model
For this model, we assume the recovering process of any infected node v is a Poisson process with §,,. The infection

process per link is also a Poisson process with 5 due to the infected neighbors inside the network. We also assume
that for any infected node, it may be infected with a Poisson €,, due to the threat outside the network. The infection
processes and recovering processes are assumed to be independent. This model, in fact, is known as €-SIS model
[26] or push-pull model [27] in the literature. For any node v, the infection and recovery processes form the following
Markov process:

I,(t) =0 -1 atrate BZ?=1 a,;l;(t) + €,;

I,(t) =1 - 0atrate §,,.
The following result provides a dynamic upper bound for infection probabilities, which may be used as a conservative

estimate for infections over the network.

Theorem 3.1 Let Q = diag((ﬁ&,)/(&, + ev))A — diag(d,, + €,). Then the dynamic upper bound for
the infection probability is

p*(t) = e%p*(0) + Q7' (e? — D,
where €T = (g4, -+, €,), and

ty t
t _ voo Qk

Proof: The epidemic spreading process can be written as the following master equation:

SOl = E[(1- L) (B0 aui(©®) +€,)] - SEL(D], v="1,N. (3.1)

That is,

py(t) = E[(1 = L) (B X1 avjl(t) + €,)] = 8,E[1, (D],

which could be rewritten as
py(t) = BXN_1 ayp; () + €, — B XNy ay; E[L (DL, (8)] — €,p,(8) — 8,0, (8).

Note that the dependence among I;(t) and I, (t) are generally positive [6]. Then we have

plli(t) < .8 Z?Izl avjpj(t) t+ e, — (61; + Ev)pv(t) - .3 Zﬁyzl avjpj(t)pv(t)- (3.2)
It can be represented in the matrix form as

p(t) < [BA — diag (6, + €,)]p(t) + € — Bdiag(p, (1)) Ap(b).

Note that, foranyt = 0,

p,(t) = v , v=1,-,N.

Opt+e€y

This is because we could consider the infection § = 0, which would lead to a two-state continuous Markov chain.

Now, let
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. [ .
Q = diag (ﬁ) A — diag(6, + €,).
Therefore, it holds that

p'(M) = Qp(®) +e

Consider the following equation:

p’ () —Qp*(t) =€ (3.3)
This is a nonhomogeneous linear differential equation of order 1, and it can be solved explicitly as follows:
t
p*(t) = ep*(0) +f eQt=eds
0

=e%p*(0) + Q7 1[e? —I]e
where

ty t
t _ voo Qk

Note that given the same initial probabilities p*(0) = p(0), it holds that p(t) < p*(t) for any t > 0. The proof is

completed. =

Remarks: Note that Q is symmetric, and it can be diagonalized as
Q= MDM™t,
where M is a real orthogonal matrix and D is a diagonal matrix. If all eigenvalues of the matrix Q have a negative
real part, then Eq. (3.3) is stable [7], and the solution of Eq. (3.3) could be rewritten as
p'(t) =p" +e%[p"(0) - p],
where p* = —Q~leif Q is invertible.
To illustrate, we present the following examples. For different scenarios presented in the paper, we use letter Mfor

those based on Markov models and N for those based on non-Markov models.

Example 3.2 Consider the network in Figure 1. For simplicity, we assume that all the nodes have the same infection

and recovery rates.
® Scenario M1: Assume the initial infection probability is 0, and § = .01, e = .05 and § = .5. In Figure 3(a), we plot

the upper bounds p*(t)'s for nodes 3, 1, 6 and 4. We observe that the upper bounds for the probabilities of all nodes
increase during the initial period and then become stable. It is also seen that node 3 has the largest infection
probability, while node 4 has the smallest infection probability. This can be explained by the degree of nodes, since

node 3 has the largest number of degrees, 6, but node 4 has only 1 degree.
® Scenario M2: Assume the initial infection probability is .0005, § = € = .01 and § = .5. In Figure 3(b), we plot the

upper bounds p*(t)'s for nodes 3, 1, 6 and 4. We again observe that the upper bound for probabilities of all nodes
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increase during the initial period and then become stable. Node 3 has the largest infection probability, while node 4

has the smallest infection probability.

Figure 3
Upper bounds for the infection probabilities of epidemic spreading over the network in Figure 1, where x-axis is time,

and y-axis is the corresponding infection probabilities.

Comparing Scenarios M1 and M2, it is seen that the infection probabilities are larger in Scenario M2. This is because
the infections f§ and € are larger in Scenario M2. We observe that both scenarios have the constant upper bounds
for the infection probabilities after the initial periods. This is, in fact, not surprising, as the evolution of epidemic
spreading would enter the stable state, that is, the infection probabilities are constant, and this is known as the
stationary state in the epidemic literature. Refer to Van Mieghem, Van Mieghem and Cator, and Xu, Da, and

Xu [25, 26, 27] for more discussions on this topic.

Since the evolution of epidemic spreading can enter the stationary state, the following result presents the stationary

probabilities.

Proposition 3.3 If the evolution of epidemic spreading enters the stationary state, then the stationary probability
of infection for node v is

_ BZ?’:l avjpj(t)"'ev
[”2921 ayjpj(t)+ey+8y ’

v=1,--,N.

v

Proof: If the evolution of epidemic spreading enters the stationary state, then for any node v, p,,(t) = 0.

According to Eq. (3.2), we have

Copyright © 2017 Society of Actuaries
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— N N
0= ﬁZj:l avjpj(t) + €y — pv[ﬁ2j=1 avjpj(t) +€,+6,]-
Note that here we use the equality instead of the inequality in Eq. (3.2) for the approximation, which can be
considered as conservative estimates of stationary probabilities; see also Van Mieghem and Cator [26]. Therefore,

we have

B appi®+ey
P ,B’Zﬁyzlavjpj(t)‘FEv'*'é‘v ’

v=1,--,N.

Since the stationary probability is relatively easy to use, it can be used as an estimate of infection probabilities in

practice. We present the following result for illustration.

Example 3.4 (Example continued.) Consider the scenarios in Example 3.2. We compute the stationary probabilities

for both scenarios according to Eq. (3.4).
® For Scenario M1, the stationary probabilities are p = (.0988,.0973,.1004,.0925,.0942,.0958,.0958,

.0987,.0958,.0942). Compared to the upper bounds in Figure 3(a), the upper bounds here are very tight for this

case.
° For Scenario M2, the stationary probabilities can be calculated as p=

(.3225,.3098,.3538,.2092,.2511,.2843,.2856,.3223,.2843,.2475). Compared to the upper bounds in Figure

3(b), the upper bounds here may be used as conservative estimates for infection probabilities.

The dynamic bounds in Theorem 3.1 may be used as conservative estimates of dynamic infection probabilities. The
stationary probabilities may also be used as the estimates for infection probabilities as long as the evolution enters
the stable state. The advantage of the Markov model is that it is simple and straightforward. However, in practice,
the infection time may not be exponential [9]. Further, there may exist dependence among the infection processes.
In the next section, we discuss a general model that would allow not only a general distribution for the infection

time but also dependence among the infection processes.

3.2 Non-Markov Model

For the non-Markov model, we assume that for any node v, there exists D,, infected by neighbors launching attacks

via links, where the times to infections from neighbors are modeled as random variables (Y, , -+, Y, ) with the
same marginal distribution F. The time to infection by the threats outside the network is modeled by random

variable Z,, with distribution G,,. Therefore, the time to infection for node v is
T, =min(Y,,, -, Y, Zy).
We further assume that if node v is infected, then the attacks will stop, and after node v is recovered, the attacks
will resume. The recovery time needed for an infected node v is R,,. Note that
— \'N
Dy = 2j=1 avaj ,
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where [} is the status of node j and

p; =Pl = 1).
Therefore, we have
_ VN
[E[Dv] - Zj:l avjpj-
The non-Markov model may be considered as the stationary state of epidemic spreading. It is known from the theory
of renewal process that the infection and recovery processes of node v can be regarded as an alternating renewal

process with renewal interval R, + T,, [21, 15]. By the standard theory of alternating renewal processes, it holds that

E[Ry]
Py =

= ER,4ET,) (34)

Therefore, the key quantity is [E(T},), the average infection time for node v, and the quantity can be represented as

follows:
BIT] = Elmin(ty, . Yoy, %)
= [E[IE[min(Yvﬂ...,Yva,Zv)|Dv]]
d 00 — _
= Zdii(ov)P(Dv =d,) fo Hg (x,+,x)Gy(x) dx
where

Hy, (x,+,x) = P(Y,, > X, Yy > %) (3.5)
ford, > 1,H, =1, and
G,(x) = P(Z, > x).

In the literature, there are only a few works on the non-Markov model of epidemic spreading [28, 5, 24, 19]. Our
model is different from those in the literature in two respects: (1) It is often assumed that the infected neighbors
may still attack node v even if node v is infected, while our model assumes that the infected neighbors stop
attacking when node v is infected; and (2) the attack processes are often assumed to be independent, while our
model can accommodate the dependence among attacks. The work in Xu and Xu [28] is mostly related to our

proposed model, but the network topology is not utilized there.

Eg. (3.5) indicates that the dependence among attacks from neighbors is modeled by the joint survival distribution.
The literature demonstrates that copula can be an efficient and flexible way for capturing high-dimensional

dependence among various univariate marginals. In what follows, we briefly review the notion of copulas.

Copula is widely used for modeling dependence between random variables [14, 18]. The idea is to separate the
modeling of univariate marginals and their dependence structures. The function C: [0; 1] - [0; 1] is referred to

as a copula of dimension n if it has the following properties:

® C(uy,-+,uy) isincreasing in u, for z € {1,---,n}.
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® C(ug,**,Uy—1,0,Upyq, -+, Up) = Oforallu; € [0,1] wherej € 1,-+-,nandj # z.
*C(,-,1,u,1,-,1) =u,forallu, € [0.1] wherez = 1,---,n.

® ( is n-increasing, namely, for all (uy 1, **, Uy ) and (uz 1+, Uz ) in [0; 1]™ with uy ; < u, ; forall
j=1,--,n,it holds that
Z§1=1 2§n=1(_1)2?=1zj C(u21,1: 'uzn,n) = 0.
Let X4, -*+, X}, be random variables with distribution functions respectively denoted by Fj, --+, F;,. Consider the
joint distribution function F (x4, '+, X,) = P(X; < x4, **, X, < X,). The famous Sklar’s theorem [23] says
that there exists a copula C such that
F(xy, -, xn) = C(FL (%), Fy(x))-
There are many copula structures [14, 18]. As examples, we will consider the following two families of dependence
structures. The first example is the Gaussian copula
Cuy, -+, up) = (P (uy),+, @7 Hup)),

where @71 is the inverse cumulative distribution of the standard normal distribution, and @y is the joint cumulative
distribution of a multivariate normal distribution with mean vector zero and covariance matrix equal to the

correlation matrix Z. For simplicity, we will assume that the correlation matrix has the form

1L p P
s=(P 1 (3.6)
pp o1

where p is the correlation between the two relevant random variables. In this case, the Gaussian copula can be

rewritten as

C(ulﬂ'"tun) = (Dp(q)_l(ul):"':(b—l(un))- (3.7)

The other example is the Archimedean copula, namely,

C(uli lun) = lpp (lp—l(ul)l Ilp_l(un))r

where 1 is the Archimedean generator of C. A particular case is the Clayton copula when the generator takes the
form Py(s) = (1 +5)"%?, and

Clug, -, up) = [Xqu® —n+ 1779, 6 >0. (3.8)

The Clayton copula models a positive dependence, especially a lower-tail dependence [14, 18].

Note that the joint survival function Hav can be rewritten as

Hdv(x; ,X) = C(Fl(x)r 'F‘;Jdv(x))l (3.9)
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where C is the survival copula of (¥;,--,Y,,,). We remark that if there exists positive lower orthant dependence

among Yy, -, Y,,dv, then it follows that, for d,, > 1,

Hdv(xJ ,X) = l_[i;]1 Fl(x) =F v(x)’ (3.10)
where the right side of the equation is, in fact, the independent case. We use the term positive dependence for the

positive lower orthant dependence in the follow discussion.

It is often reasonable to consider that if two nodes are connected with each other directly, then the dependence is
stronger than that for those disconnected. If two nodes are not connected directly, the dependence between them
can be weaker and even independence can be assumed. Now, we use a copula C to model the dependence between

the time-to-infection random variables (Y3, -+, chzv) asin Eq. (3.9). However, for those v-neighbors (vy, -+, v4,), we

assume that there is an adjacency matrix A, that describes whether two of those v-neighbors are connected or not,

with 1: connected, and 0: otherwise.

Then a multivariate Gaussian copula for those v-neighbors has the following correlation matrix:

1 p P
A, =4, p:1 . p (3.12)
pop 1

where - is the element-wise multiplication and p is the correlation between the two relevant random variables. Such
a neighboring effect due to A, together with the case without neighboring effects as in Eq. (3.6), will be considered
in a simulation study in Section 4.2. The result follows immediately from Eq. (3.10), which presents an upper bound

for the infection probability.

Proposition 3.5 If there exists a positive dependence among the successful infection times among neighbors, then

an upper bound for infection probability of node v is given by

E[Ry
by =< deg(v) L) (3.12)

T ER4ZG 5 P(Dy=dy) [ F (0)Gp(x)dx
Note that Eq. (3.12) simply implies that an upper bound for p, is achieved when the times to infection from
neighboring random variables Y,'s are independent. However, the infection information of degree distribution (i.e.,
the distribution of D,,) is required for the upper bound. One may refer to Xu and Xu [28] for the discussion of upper
bounds when the degree distribution is known. In the following discussion, we examine how to approximate the

upper bounds without the infection information of degree distributions.

Note that for the independent case, we have

E[T,] = E[f,” FP*(x)G,(x) dx].
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By Jensen’s inequality, it follows that

E[f,” FP(x)G,(x) dx] = [ FEP" (x) G, (x) dx.

Therefore,
E[Ry]
< — = . 3.13
Py = E[Ry]+ [, FEIPv](x)Gy(x)dx (3.13)
Now, let us consider the following epidemic equation,
* E[R
Py = L , (3.14)

N p* _
B[Ry 1+ [° F2i=1 %01 (x)G, (x)dx

which may be used as an approximation for the upper bound in practice.

Next, we derive the upper bounds for several general distributions for the time-to-infection random variables. Note
that here we do not need the dependence structures to derive such an upper bound. The dependence structures
discussed earlier will be used in Section 4.2 for simulation studies on how dependence structures and network

topologies affect the infection probabilities.

® Exponential infection and recovery. In this case, we assume that the infection processes follow the exponential

distributions. Specifically, we assume that
F(x) = e h*
and
G,(x) = e &%,

Then, we have

. E[Ry]
Po = BR, )+ 1/ (et BEs auyp))

If we further assume that the recovery process also follows an exponential distribution, we get
S,(x) = P(R, > x) = e Fv*,
It then reduces to the Markov model in the previous section (see Proposition 3.3). That is, we have
% 1/64 _ €yt+p Z;V=1 avjp}If

P =

V18041 (ep+ 3l ayip)) e+ BIN ayipi+oy

We remark that when €, = 0, this case coincides with the one in Cator, Van de Bovenkamp, and Van Mieghem [5],

where the authors study the general model from a different perspective.

® Weibull infection and recovery. In this case, we assume that the infection processes follow Weibull distributions.

That is,
F(x) = e~

and
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Gy (x) = e~
where 8 and €, are scale parameters, and @, and a, are the shape parameters. Then,

E[Ty] = f L@ 2+ (BN T  avpjl gy
0

= v

.f o len” X2+ (B L L, ayipj] g,

0
= ¢(Ev' ,8' aq, 6‘(2, p*)

Note that when a; = a, = «, it holds that

* 1 1

¢(6w B,aq, a p ) = N REV ra+ ;)
ed+pEN, ay)pi]

If we further assume that the recovery also follows a Weibull distribution with survival function

Sp(x) = =G,

then
1 1
]E[Rv] = 5—17 F(l +;).

Hence, the infection probability can be rewritten as
r1+--)
3 (3.16)

*

Py =7 )
U T +ub(enBanar, p)

® | og-normal infection and recovery. For this case, we assume that the infection processes follow log-normal

distributions. Given that, the density function of Y,,j can be written as
1 In(x)—pq
AX) = exp|l—————

fo, (%) oy eXpl 207 1

and the density for Z, is
In(x)—p,
- 2 ]

1
9(x) = —=exp[—— -

Therefore, we have
E[T;] = [°[1— cb(%)]u - cp(%)]ﬂ:lawp} dx
=: qj(ﬂll Uz, 07, 02, P*)

If we assume that the recovery process also follows a log-normal distribution with distribution function

Sy(@) = Oy,

then it holds that
E[R,] = exp(u, + 07 /2) .

Hence, we have
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P = exp(Uv+05/2)
Vo exp(uy+0Z/2) +¥(112,01,02.0")

Note that the choices of the distributions for recovery processes, infection processes from outside sources and
infection processes from neighbors all affect the infection probability simultaneously. Here we choose the same
distribution family for the infection and recovery processes to illustrate the idea, and the general model proposed
allows different distributions for those processes. To illustrate, we present the following examples for the Weibull

distribution.

Example 3.6 Consider the network in Figure 1. Assume that the infection processes follow Weibull distributions. We

consider the following two scenarios.

® Scenario N1: The parameters for the Weibull distributions are set to be

(B, 0, a,a3) = (1,.5,2,2).
For this case, we calculate the infection probability for different values of §’s. In Figure 4(a), we plot the infection
probabilities of Eq. (3.16) for different values of §’s. It is seen that when § is larger, that is, the recovery power is
strong, the infection probability is small. It fits expectations that if the recovery process is quickly completed, it would
increase the security of the network. We again observe that node 3 has the largest infection probability, and node 4

has the smallest infection probability.
® Scenario N2: The parameters for the Weibull distributions are set to be
(B, 0, a,a3) = (1,.5,.5,2).

For this case, we plot the infection probabilities of Eq. (3.16) for different values of §’s in Figure 4(a). We again

observe that when § is larger, the infection probability is small.

Figure 4
Upper bounds for the infection probabilities of epidemic spreading over the network in Figure 1, where x-axis

represents the value of §'s.
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Comparing Scenarios N1 and N2, we observe that the shape of parameter a also has a significant effect on the
infection probabilities. The probabilities in Scenario N2 drop more slowly than those in Scenario N1, and this is mainly

because a larger a would result in a smaller infection time.

Note that although the non-Markov model proposed in this section is able to model the multivariate dependence,
the multivariate dependence structure can be challenging to implement in practice. The main reasons are (1) the
high-dimensional dependence structure is challenging to specify in practice; and (2) there is not enough data to
verify the dependence structure. Therefore, we propose to develop the upper bound for the conservative estimates
for the infection probabilities. If an insurance company seeks more accurate estimates, then the Monte Carlo
simulation approach can be used. In what follows, we discuss the pricing strategies based on the simulation
approach, and it is seen that the dependence structure in the general model can be easily implemented in the

simulation algorithm.

Section 4: Simulation and Pricing

In this section, we discuss a pricing framework for cybersecurity risk based on simulation. Assume that for a node
v, the initial wealth (or information) is e,,. Since the infection event may not result in a total loss of information, we

assume that the loss of node v is distributed according to beta distribution with the density function as

1
fu, () = P 1B(q, b)

x*Yw, —x)’71, 0<x< w,

where a, b > 0 are shape parameters, and B is the beta function. The cost functions are defined as

nv(lv) = cly, Cv(rv) = C1Wy T C2Ty (4.1)
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where ¢ means the cost rate due to infection, c¢; represents the cost rate based on the initial value and c,
represents the cost rate of the recovery process. It is seen that the cost function defined in Eq. (4.1) depends on

not only the duration of downtime but also the wealth of the node.

We study a one-year insurance contract, and two premium principles are considered. The first one is the standard

deviation premium principle:

H(x) = E[X] + A/Var(X), (4.2)
where 4 > 0 is the risk loading. The second one is the principle of equivalent utility, where the premium H(X) solves
the equation

u(wy)=Elu(w, — X + H(X))], (4.3)
where u is an increasing concave utility of wealth and w is the initial wealth. In the rest of the discussion, we consider

the constant relative risk-averse utility function, which is commonly used in the literature [20, 4]:

wl™Y

, 1>0
1_y y:'t )

log(w) v=1
where Y is the parameter for the degree of risk aversion. In what follows, we study the pricing strategies based on
the proposed models. The experiment is based on 3,000 Monte Carlo simulations. The parameters for the loss model
are assumed to be (a,b,c,cy,c;) = (2,4,.001,.1 X 1078, .5 x 10™%), and we assume that the initial wealth of

each node is w, = 1000 dollars. The simulation algorithm is shown in Algorithm 1.
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Algorithm 1 allows us to record the evolution of network status during the contract year, and we can calculate the

cumulative loss for each node at any time t.

4.1 Independent cybersecurity risks
In this section, the simulation is based on the assumption that the infection processes are independent. The

quantities we are interested in for each node include (1) the total number of incidents; (2) the infection probability;
and (3) the total loss. The network topology used for the simulation is from Figure 1. We assume that there is no

infection at the beginning, T = 0.

4.1.1 Exponential Distribution
For this section, we consider the Markov model in Section 3.1. The following two scenarios are considered.

a) Scenario M3: We assume that for any node v, v = 1,-:-, N, the parameters are

(B,€,,6,) = (.2,.5,1).
Then, it is easy to see that
E(R,) = 1.
Using Eq. (3.15), we can solve the upper bounds for infection probabilities as

(.4833,.4667,.5092,.3737,.4112,.4419, 4429, 4831, .4419, .4094),

and the expected successful infection times can be computed as
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E(T*) = (1.0691,1.1427,.9639,1.6759,1.4319,1.2630, 1.2578,1.0700, 1.2630, 1.4426).

It is observed that the successful infection time for node 3 (.9639) is the smallest, which indicates that

node 3 has the largest chance to be infected. Table 1 presents the infections and related losses for all nodes based
on 3,000 simulations. We observe that the average number of infections for node 3 is 42.323, which is the largest
among all the nodes. Node 4 has the smallest number of incidents with 34.507. For the related loss, we observe that
the loss of node 3 again is the largest, and the loss of node 4 is the smallest. Figure 5(a) shows the evolution of
simulated infection probabilities. It’s observed that node 3 has the largest infection probability during the whole
year except for the initial period. Compared to the upper bounds, all the simulated probabilities are smaller than

those of the upper bounds. This indicates that for this scenario, the upper bounds are rather conservative.

Table 1
Simulation Based on the Markov Model, Where Nj Represents the Number of Infections and S; Means the Total
Loss forNode ] during One Year. S Represents the Total Loss for the Network.
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b) Scenario M4: The parameter vector is set as follows:
(B, €y, 6,) = (.2,.5,5).
Compared to Scenario M3, the infection rates are small and the recovery rate is large. It can be computed that
E(R,) =2
and
E(T*) = (1.6639,1.7120,1.6051,1.9186,1.8387,1.7704,1.7704,1.6639,1.7704,1.8429).
The upper bounds for the infection probabilities are

(.1073,.1046,.1108,.0944,.0981,.1015,.1015,.1073,.1015,.0979).

Compared to Scenario M3, the expected successful infection times are longer and upper bounds are much smaller.
This means that we have a better network environment or recovery ability. Table 1 also shows that the number of
infections is overall less than in Scenario M3, except that nodes 4 and 10 are slightly larger. All the losses in this
scenario are smaller than the corresponding ones in Scenario M3. The total loss in Scenario M4 is reduced by 11.68%

of thatin Scenario M3. In particular, the simulated infection probabilities as shown in Figure 5(b) are very small.

Figure 5
Simulated infection probabilities of epidemic spreading over the network in Figure 1 based on the Markov model

4.1.2 Weibull Distribution

In this section, we consider the Weibull infection processes as well as the Weibull recovery process, as in Section
3.2. The following two scenarios are considered, where the shape parameters of the infection distributions are

assumed to be the same, namely, a.
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a) Scenario N3: For any node v, the parameter vector is set as follows:
(B, €y, 0, 3) = (.2,.5,1,2,2).
Then, it can be computed that
E(R,) = .8862.
By Eqg. (3.16), we have
E(T*) = (1.5660,1.5990,1.5319,1.7234,1.6773,1.6365, 1.6358,1.5667, 1.6365,1.6781)
and the upper bounds for infection probabilities are
(.3614,.3566,.3665,.3396,.3457,.3513,.3514,.3613,.3513,.3456).

Figure 6(a) shows the simulated infection probabilities for one year. Again, we observe that node 3 has the largest
overall infection probability. The upper bounds are reasonably close to the simulated infection probabilities. Table
2 shows that node 3 has the largest number of infection incidents and the largest loss, while node 1 has the

smallest number of infection incidents and the smallest loss.

Figure 6
Simulated infection probabilities of epidemic spreading over the network in Figure 1 based on Weibull infection
and recovery processes.

Table 2
Simulation Based on the Weibull Infection and Recovery Processes, Where N; Represents the Number of Infections

and S; Means the Total Loss forNode ] during One Year. S Represents the Total Loss for the Network.
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b) Scenario N4: For this scenario, the parameter vector is assumed to be
(B, €y, 0, a,a3) = (.1,.2,5,2,2).
The expected recovery time for node v is
E(R,) =.1772.
Again by Eq. (3.16), we have
E(T*) = (4.3214,4.3443,4.3100,4.4146,4.3909,4.3675,4.3675,4.3214,4.3675, 4.3909)
and the upper bounds for infection probabilities are

(.0394,.0392,.0395,.0386,.0388,.0390,.0390,.0394,.0390,.0388).

We see that the recovery times and infection probabilities are much smaller than the corresponding ones in
Scenario N3. The expected successful infection times are longer in this case. This indicates that Scenario N4 has a
better network environment and stronger recovery power. The simulated infection probabilities are very small,
say, less than .012, and again, the upper bounds are relatively closer to the simulated infection probabilities. Table
2 shows that the numbers of incidents and losses for all nodes are close. The total loss in this case is 78.124

compared to 179.196 in Scenario N3, a reduction of 56.4%.
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4.1.3 Log-Normal Distribution
In this section, we consider the log-normal infection processes as well as the log-normal recovery process, as in

Section 3.2. The following two scenarios are considered.

a) Scenario N5: We assume that the parameter vector is as follows:
(Uq, 0y, Uy, 02, Uy, 0,) = (1.1094,1,.1931,1,-.5,1). (4.4)
Then, it is easy to compute that
E(R,) = 1.
By Eq. (3.17) we can solve that
E(T*) = (1.1053,1.1650,1.0288,1.6274,1.4027,1.2614,1.2578,1.1048,1.2614,1.4091),
and the upper bounds for the infection probabilities are
(\4750,.4619,.4929,.3806,.4162,.4422,.4429, .4751, .4422,.4151).
The simulated infection probabilities are plotted in Figure 7(a). It is seen that the upper bounds are reasonably close
to the simulated ones. We again observe that node 3 has the largest infection probabilities, and node 1 has the

smallest infection probabilities. Table 3 shows that similar conclusions about the numbers of incidents and losses

can be drawn for this case.

Figure 7
Simulated infection probabilities of epidemic spreading over the network in Figure 1 based on log-normal infection
and recovery processes.
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Table 3
Simulation Based on the Log-Normal Infection and Recovery Processes, Where N; Represents the Number of

Infections and S; Means the Total Loss for Node J during One Year. S Represents the Total Loss of the Network.

b) Scenario N6: For this case, we set the parameter vector as follows:
(uyq, 04, Uy, 05, Uy, 0,,) = (1.5294, .4,.6131, .4,—.08, .4).
It is easy to compute that
E(R,) =1,
that is, we have the same expected recovery time. In fact, the expected values of ij’s and Z,’s are all equal to those
in Scenario N5, while the variances are smaller. By Eq. (3.17), we have
E(T*) = (1.9403,1.9499,1.9317,1.9851,1.9727,1.9612,1.9612,1.9403,1.9612,1.9727)

and the upper bounds for the infection probabilities are

(.3401,.3390,.3411,.3350,.3364,.3377,.3377,.3401,.3377,.3364).

Compared to those in Scenario N5, the successful infection times are longer and the upper bounds are smaller. Figure

7(b) shows the simulated infection probabilities, which are smaller than those in Scenario N5. The numbers of
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incidents and losses for nodes are much less than the corresponding ones in Scenario N5. This indicates that the
smaller variances would lead to less risk. The total loss in Scenario N6 is 81.239 compared to 307.752 in Scenario N5,

a reduction of 73.6%. Therefore, we conclude that larger variances of infection processes result in larger risks.

4.2 Dependent Cybersecurity Risks

In this section, we study the dependence effect on the evolution of epidemic spreading and related losses. The
Gaussian copula in Eq. (3.7) and the Clayton copula in Eq. (3.8) are considered in the simulation. For the Gaussian
copula, we consider the cases of using the correlation matrices (3.6) and (3.11), without neighboring effects and
with neighboring effects, respectively. For comparison, we consider the log-normal infection and recovery processes

in what follows.

4.2.1 Gaussian Copula
We assume that the parameter vector is as follows:

(Uq, 01, Uz, 02, Uy, 0,) = (1.1094,1,.1931,1,-.5,1),
which is the same as that in Scenario N5 in Section 4.1.3. We consider three cases: p = .8,p =.5 (without
neighboring effects), and p = .5 (with neighboring effects). It is known that a larger p implies more positive
dependence. Further, the simulated infection probabilities in Figure 8(b) and 8(c) are slightly larger than those in
Figure 8(a), and this indicates that the more positive the dependence, the smaller the infection probabilities. All of
them show that node 3 has the largest overall infection probabilities, and node 4 has the smallest infection

probabilities.

Table 4 shows the numbers of incidents and related losses. We can see that stronger dependence would lead to
fewer overall losses. For example, the total loss for p = .8 is 305.559 while the total losses for p = .5 are 307.047
and 307.407, respectively. The difference between the two cases of p =.5, with and without the neighboring
effects, is very subtle due to the assumed mechanism of the attack spreading process; that is, as we have assumed
throughout the paper, as long as a node is infected, the other nodes will stop attacking it until it recovers. Therefore,
dependence between neighbors plays only a moderate role, as Figure 8(a) and Table 4 have illustrated. A similar
case can also be observed from the next case with Clayton copulas. Nevertheless, it is interesting to compare the

losses in Table 4 to Table 3, and we observe that the independent case (i.e., p = 0) has the largest total loss.

Table 4

Simulation Based on the Log-Normal Infection and Recovery Processes with Gaussian Copula, Where N; Represents
the Number of Infections for Node ] during One Year and S the Total Loss for Node ] during One Year. S Represents
the Total Loss for the Network.
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Figure 8

Simulated infection probabilities of epidemic spreading over the network in Figure 1 based on log-normal infection

and recovery processes with Gaussian copula.
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4.2.2 Clayton Copula

In this section, we discuss the case that the dependence structure could be modeled by Clayton copula. The
parameter vector is set to be the same as the one in the previous section:

(U4, 01, Uz, 02, Uy, 0,) = (1.1094,1,.1931,1,-.5,1).
We consider two cases: 8 = 2 and 8 = 20. Itis known in the literature that the larger value of 8’s indicates the more

positive dependence [14].

Figures 9(a) and 9(b) display the simulated infection probabilities for Clayton copulas. Here we see the evolutions of
infections are similar in both cases. We also observe that the evolutions of node 3 and node 1 are very similar. This
may be because nodes 3 and 1 are neighbors and both have a large number of degrees. The infections based on 8 =
20 are slightly less than that based on 8 = 2, which implies again that the more positive dependence among

infection processes would lead to smaller infection probabilities.

Figure 9
Simulated infection probabilities of epidemic spreading over the network in Figure 1 based on log-normal infection
and recovery processes with Clayton copula.
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Table 5 shows the number of incidents and related losses. We again observe that more dependence results in less
number of incidents and smaller losses. The total losses in both cases are smaller than that in the independence case

(see Table 3).

Table 5

Simulation Based on the Log-Normal Infection and Recovery Processes with Clayton Copula, Where N; Represents
the Number of Infections and S; Means the Total Loss for Node ] during One Year. S Represents the Total Loss for
the Network.
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Stat Mean SD Min Max Mean SD Min Max

0 =20 =2
Ny 80.424  6.869 59 101 80.678 6.932 60 104
Ny | 79.679 6.932 59 101 79.628 6.718 57 101
N3 | 80363 7.014 56 106 81.424  6.668 63 102
Ny | 76343 6479 58 98 76.052 6.321 55 96
N5 | 77341 6.888 58 100 77612  6.692 56 105
Ng | 78.889 6.643 60 99 78.915 6.746 60 100
N7 | 78923 6.614 57 99 78.927  6.738 55 101
Ng | 80.193 6.744 58 103 80.843 6.732 56 102
Ng | 79.049 6.958 57 102 78.774  6.709 60 99
Nip | 77.362  6.891 58 103 77.588  6.925 59 102

Sh 31.003 2961 21.698  42.651 31.043 2994 21.624  40.161

Sa 30,727 2942 20.598  39.660 | 30.702 2919 21.772  39.082
S3 30.865 2954 21.925  40.981 31.256 2908 22342  42.870
Sy 29.400 2941 19.673 39.119 | 29.296 2.698 20.834  38.578
Ss 29.769 2994 21599  39.695 29916 2947 20391  38.845
Se 30.265 2949 20.831 39951 30363 2915 21.598  39.082
St 30.315 2916 22.134  40.158 30.379 2952 22586  39.173
Sg 30927 3.058 20.041  40.168 31.099 2912 21953 41.708
So 30.408 2937 20.171  39.252 | 30.261 2.899 22,725 39.474
S | 29.663 3.032 22290 39.933 29779 2949 21734  40.331

S 303.342  7.152 272597 324.626 | 304.095 6.842 283.489 328.035

To conclude this section, we observe that dependence among infection processes affects the evolution of epidemic
spreading and related losses. Stronger positive dependence among time-to-infection random variables would result
in fewer incidents and losses. One interpretation is that a stronger positive dependence structure tends to give rise
to longer waiting times to infection, and thus fewer infection events and losses. Since the high-dimension
dependence for a complex network topology can be very challenging in practice and the challenge is further
increased by the lack of enough cybersecurity data, the independent model may be used in practice as conservative

estimates in the aforementioned cases.

4.3 Pricing

In this section, we discuss the premiums for the node level and the company level, respectively. The premiums are

calculated based on two premium principles: (i) standard deviation premium principle in Eq. (4.2); and (ii) principle
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of equivalent utility in Eq. (4.3). For each principle, we consider three scenarios based on log-normal infection and
recovery processes discussed in the previous sections: (1) independent model in Eq. (4.4); (2) Gaussian dependent
model with p = .8; and (3) Clayton dependent model with 8 = 20. For principle (i), A = .2, and for principle (ii), y =
.8. We assume that the parameter vector is as follows:

(Uyq, 01, Uy, 05, Uy, 0,,) = (1.1094,1,.1931,1,—-.5,1),

which is the same as that in Scenario N5 in Section 4.1.3.

Table 6 shows the premiums for each principle. For principle (i), we observe that node 3 is charged with the largest
premiums for Scenarios 1 and 2. For Scenario 3, we see that the premiums for nodes 8, 1 and 3 are close while the
premium for node 1 is the largest. Node 4 has the smallest premium for all the scenarios. From the network level,
Scenario 1 has the largest premium, 309.1308, which is the independent scenario. Therefore, for principle (i), the
independence model may be used for conservative pricing. The premiums charged based on principle (ii) are overall
larger than those based on principle (i), and this is caused by risk aversion. We again observe that node 3 is charged
with the largest premiums for Scenarios 1 and 2, and node 1 has a slightly larger premium than that of node 3 in
Scenario 3. For the network level, it is interesting to observe that Scenario 2, the Gaussian copula with p = .8, has
the largest premium, 333.8733, which may be due to the large variability and risk aversion utility in this case (e.g.,

the minimum loss is 281.790, and the largest loss is 334.873; see Table 4).

Due to the dynamic nature of epidemic spreading, it is infeasible to compute the theoretical premiums for nodes.
However, the theoretical premiums based on the upper bound in Eq. (3.14) may be calculated. In the following
discussion, we examine the theoretical premiums based on principle (i). After some tedious calculations, we have
the premiums for nodes based on the upper bound as

(63.9958,62.2444,66.4075,51.2775,56.0738,59.57678,59.671,64.0228,59.5767,55.9256).

Table 6
Premiums for Each Computer and the Network Based on Two Different Premium Principles
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Compared to the first column of Table 6, the independent case, it is seen that the premiums are rather conservative,
i.e., much larger than the simulation results. Therefore, we recommend using the premiums based on simulations
in practice, while the upper bound can be employed for worst-scenario testing. The other interesting question is to
compute the premiums based on the misspecified distributions. In the following discussion, we assume that the real
scenario is the aforementioned independent log-normal distributions although it is misspecified as Weibull
distributions. Specifically, we assume that the misspecified Weibull distributions have the same means and variances
as those of log-normal distributions. Then, we simulate the premiums based on principles (i) and (ii), respectively.
The results are presented in Table 7. For comparison, we also copy the premiums based on log-normal distribution

in Tables 6 to 7.

Table 7
Log-Normal and Weibull Premiums for Each Computer and the Network Based on Two Different Premium Principles
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It is seen that the premiums based on the Weibull distributions are very high for both principles. This indicates that
the premiums are very sensitive to the specifications of attack and recovery processes that need to be carefully

selected in practice.

In conclusion, different premium principles result in significantly different premiums. If the dependence is unknown,
the independent model may be used as a conservative approximation. The specifications of attack and recovery

distributions are critical in determining the premiums.

Section 5: Conclusion

Cyber attacks can lead to different types of losses, such as loss of information, loss of revenue, loss of service, and
recovery costs. The current work makes a significant contribution to modeling cybersecurity insurance. We propose
a novel cybersecurity insurance model, one that models not only the general infection and recovery processes but
also the related losses. Moreover, the proposed model employs copulas to account for dependence among infection
processes. We derive the dynamic upper bounds for the infection probabilities that may be used as conservative
estimates. For pricing purposes, we propose a simulation approach to study the evolution of cyber risks. Three
guantities are calculated based on simulations, and those include the number of incidents, infection probabilities,
and total loss for the network. This information would help insurance companies to price the cybersecurity insurance

products.

We also discuss two different premium principles for calculating premiums based on simulations. Granular

information about the network topology and granular data for historical loss events will be helpful in improving the
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accuracy of rates. Nevertheless, the proposed framework for modeling and pricing of cyber risks for such a network-

based system can also be used as a scoring system for the purpose of internal and external cyber risk management.

The proposed approach can be considered as microlevel modeling of cybersecurity risks. That is, the dynamics of
attack and recovery processes are modeled, and the related losses are simulated. This proposed approach relies on
the underlying stochastic processes and epidemic theory, and it may require a large number of simulations based
on the scale and complexity of the network. Some other interesting future research includes exploration into the
macrolevel modeling of cybersecurity risks. That is, it becomes feasible to use information of network configurations,
network flows, historical cyber incidents, security protocols, and so forth to develop statistical models for modeling

and predicting cybersecurity risks, and, therefore, risk assessments for a large-scale network.
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