
When operational risk
management (ORM)
first came on the scene

a few years ago, there were basi-
cally two distinct schools of
thought. One school subscribed to
the notion that you cannot man-
age what you cannot measure and
so focused on quantitative tools,
such as loss distributions, risk
indicators, and economic capital
models. The other school
believed that operational risk can-
not be quantified effectively and
focused on more humanistic, qual-
itative approaches, such as self-
assessments, risk maps, and audit
findings. It was a classic battle
between man and machine.

Today, ORM practitioners
recognize the pitfalls of using any
one approach without the other
and that best-practice ORM incor-
porates elements of both. 

Key Attributes
A unified ORM framework

should satisfy two basic require-

ments. First, it should support
both the measurement and man-
agement of operational risks.
Second, the ORM framework
should incorporate the interdepen-
dencies across credit, market, and
operational risks as part of an over-
all enterprise-wide risk manage-
ment (EWRM) program. Based on
these two requirements, an ORM
framework has five key attributes.

1. Balances qualitative and
quantitative tools. The nature of
operational risk—the risk of loss
due to people, processes, systems,
and external events1—is complex
and dynamic. Qualitative tools are
able to incorporate human experi-
ence and judgment to capture
subjective risks. Consider, for
example, the operational risks
associated with a new product. On
the other hand, quantitative tools
provide objective indicators that
can show aggregate losses, expo-
sures, and trends against estab-
lished targets. A unified ORM

framework should incorporate the
advantages of each set of tools and
also integrate such risk manage-
ment and oversight activities as
ORM, audit, compliance, quality,
and insurance.

2. Provides early warnings
and escalations. Operational risk
cannot be managed effectively
based only on backward-looking
indicators, such as losses, error
rates, and incidents. The ORM
framework should provide early
warning indicators of emerging
risk issues. A quantitative example
is a spike in employee absen-
teeism that may be an early warn-
ing for increasing turnover and
human errors. A qualitative exam-
ple is competitive intelligence
that indicates significant invest-
ments in a new technology by a
key competitor that, if successful,
would render the firm’s existing
technology obsolete. 

An ORM framework also
should establish effective escala-
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tion processes so that manage-
ment can take the appropriate
actions.

3. Influences business activ-
ities. One of the most important
attributes of an ORM framework
is that it influences business
actions and decisions. Such influ-
ence can be asserted through the
following:

1) Corporate policies with
respect to guidelines for, and
restrictions on, business activ-
ities.
2) Teamwork between the
line units and ORM in new
business and product devel-
opment processes. 
3) Risk response plans based
on ORM indicators and esca-
lations.
4) Adjustments in economic
capital given operational risk
performance
and risk miti-
gation strate-
gies.
5) Positive and
negative incen-
tives to moti-
vate appropri-
ate business
behavior. 
This attribute

ensures that opera-
tional risks are man-
aged on an ongoing
basis, and that spe-
cific consequences
are in place to pro-
vide organizational
reinforcements.

4. Reflects
environmental
changes. Just as
credit risk and mar-
ket risk frameworks

reflect volatility changes in under-
lying default rates and market
prices, an ORM framework should
reflect changes in the operational
risk environment. For example,
increases in industry-wide opera-
tional risk losses and incidents
may indicate an increase in sys-
temic risk. A number of industry
loss-event databases are being
developed that can provide this
type of information. Other envi-
ronment changes include new
legal and regulatory requirements,
such as those established by the
Sarbanes-Oxley Act, the USA
Patriot Act, and the Basel II pro-
posals. A company that lacks the
processes and systems to comply
with these new requirements will
likely face greater operational risk
with respect to regulatory scrutiny
and legal penalties.

5. Incorporates risk interde-
pendencies. There are important
interdependencies within and
across risk types. For example,
credit risk is the primary concern
for most banks, but inadequate
loan documentation (an opera-
tional risk) will likely increase loss
severity in the event of a borrower
default. An EWRM program
should address such interdepen-
dencies in the design of risk indi-
cators and reports, the develop-
ment of scenario analysis, and the
implementation of risk response
plans. As we will see in the next
section, these interdependencies
should also affect the determina-
tion of economic capital, and in
ways that might not be obvious. 

Economic Capital Model
Given the five attributes of a

unified ORM framework, what
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factors should determine econom-
ic capital for operational risk?
Figure 1 shows a seven-factor
model for operational risk capital.
While this is a conceptual model,
it can be adapted to a firm’s spe-
cific business mix, size, and risk
parameters. 

1. Revenue multiplier. This
is a top-down estimate of the
amount of operational risk capital
required by a business or operat-
ing unit. Such an estimate can be
derived from observing analogs of
publicly traded companies in the
same or similar businesses, while
adjusting for market risk and
credit risk. For example, Capital
One may be a credit card compa-
ny analog, while First Nationwide
may be one for mortgage compa-
nies. Outsourcing firms, such as
IBM or EDS, may be analogs for
internal IT functions. The central
question is, “If the business or
operating unit were a stand-alone,
how much capital would it need
for operational risk capital?” The
revenue multiplier2 assumes an
average operational risk profile,
which can then be adjusted
upwards or downwards by factors
2 through 6.

2. Operating margin. This
factor incorporates the degree to
which the firm’s operating margin
is more volatile or less volatile
than average and is often referred
to as “business risk.” A firm’s
inability to generate sufficient
revenue to cover expenses (net of
unexpected credit and market risk
losses) is a major reason why it
needs to hold operational risk cap-
ital. For example, business vari-
ables that can increase the
required operational risk capital

include greater volatility in busi-
ness volume, weak power to set
prices, and higher fixed-versus-
variable expenses. 

3. Internal indicators. This
factor reflects the effectiveness of
internal controls. A scorecard with
individual weightings should be
developed for the internal quanti-
tative and qualitative indicators to
provide an overall adjustment to
operational risk capital. Internal
indicators would include losses,
incidents, risk metrics (for exam-
ple, error rates, unreconciled
items), early warnings, internal
audit ratings, risk maps, and so
forth. The economic impact of
contingency plans and insurance
programs should also be factored
in. Each key indicator also should
be associated with specific goals
and MAPs (minimum acceptable
performance).

4. External indicators. As
with internal indicators, a score-
card of external indicators should
be developed. External indicators
would include customer satisfac-
tion scores and complaints, exter-
nal audit ratings, and regulatory
exam findings. This scorecard
would also track exposures to
external events, such as fires,
earthquakes, and terrorist acts.
Firms that rely on external ven-
dors should also incorporate ven-
dor performance relative to serv-
ice-level agreements. Goals and
MAPs for external indicators
should also be established.

5. Model risk. This factor
reflects the degree to which a firm
relies on models and the quality of
such models. The primary input is
back-testing results against prede-
termined criteria. A firm should

include all models that drive man-
agement decisions and actions,
such as pricing and valuation mod-
els, scenario and simulation mod-
els, and risk management models.
For firms that do not rely on mod-
els, this may simply be one of the
internal indicators.

6. Systemic risk. This factor
adjusts for dramatic shocks in the
business environment, such as
industry-wide losses and incidents
as well as banking and settlement
failures. Systemic risk is especially
important for highly interconnect-
ed industries, such as financial
services and energy services, for
which trading activities and coun-
terparty exposures within the
industry are significant. Recent
examples include the Long-Term
Capital Management collapse,
Y2K readiness, and the Enron
bankruptcy. In each of these situa-
tions, companies were concerned
about not only their direct expo-
sures, but also the exposures of
their business partners and coun-
terparties.

7. Financial risk multiplier.
This factor is meant to capture
the compounding effects between
operational, credit, and market
risks. It is not portfolio diversifica-
tion, which may lead to a reduc-
tion in aggregate economic capital
at the enterprise-wide level. In
fact, it is an offsetting factor that
many risk managers ignore.
Regulators refer to this com-
pounding factor as “spillover
effects.” Cumming and Hirtle3

(2001) argued that the confluence
of variables, including market liq-
uidity problems, lack of corporate
limberness, and reputational and
contagion effects, could result in
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the aggregate risk of a firm exceed-
ing the sum of its individual risks.
The financial risk multiplier is
meant to capture such spillover
effects. An argument can also be
made that a variety of operational
risk exposures (for example, a
rogue trader, inadequate loan doc-
umentation, and unsavory sales
practices) are compounded in a
firm with significant market risk
and credit risk exposures. After
all, a rogue trader can do much
more damage at a hedge fund
than at a retail bank.

Summary
The practice of ORM has

come a long way in the past sever-

al years, but still has a long way to
go. At a recent conference organ-
ized by RMA, Eric Rosengren of
the Federal Reserve Bank of
Boston said that only three of the
largest 20 U.S. banks qualify for
the “advanced management
approach” for operational risk
under Basel II, which would like-
ly lead to reduced capital charges.
However, the development of
ORM is more than a regulatory
compliance issue. Early adopters
of more sophisticated ORM have
reported significant business ben-
efits, including improved cus-
tomer service, greater operating
efficiency, and reduced losses. To
fully realize these benefits, it is

clear that the further develop-
ment of ORM practices must inte-
grate quantitative and qualitative
tools. In other words, man and
machine should coexist. ❐

Contact Lam at
jameslam@attbi.com

Notes

1 The definition of operational risk in this article
includes business risk, which is notably absent in
Pillar I of the Basel II proposals.

2 For certain businesses, a top-down proxy based
on activity or volume might be more appropriate.

3 Christine M. Cumming and Beverly J. Hirtle,
“The Challenges of Risk Management in
Diversified Financial Companies,” Economic Policy
Review, Federal Reserve Bank of New York, March
2001.
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